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Y et, while Microsoft has been denounced by legal
adversaries as an enemy to innovation and a ruthless
manipulator, it's gotten afree pass on what may be the
company's clearest threat to the computing world: Much of
today's digital experience operates within a Microsoft
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"monoculture,”" as one anti-virus expert describesit. It's an
environment where digital viruses and worms can
proliferate unimpeded, much as their biological namesakes
might sweep over avast field of wheat.

When asked why Microsoft products so often fall
prey to hackers, experts first point to mounting complexity.
The company's basic business model is this: Users should
upgrade regularly to take advantage of new features. The
formula relegates security to a matter of damage control.

"Microsoft knows that reliable software is not
cost-effective," Bruce Schneier, chief technical officer for
Counterpane Internet Security in San Jose, wrotein a
newsletter he distributes to security geeks. "They get
whacked with a new security vulnerability several timesa
week. They fix the ones they can, write misleading press
rel eases about the ones they can't, and wait for the press
fervor to diedown. . . . And six months later, they issue the
next software version with new features and all sorts of
new insecurities."

Beyond the proliferation of features, Microsoft's
penchant for integrating Windows with its productivity
applications has created a mother lode of options for
attackers.

For example, the company's "scripting" tools allow
sophisticated users to customize a program's functions and
to automate interactions between Microsoft applications,
an action in Word (the company's word processing
product) can trigger Outlook to send an e-mail message.

Microsoft often ships its software with such tools
turned "on" by default--rather than as an option consciously
selected by the user. In thisway, Microsoft opens the door
for Internet intruders to hijack a PC and set off a series of
malicious actions like so many dominoes.

That openness to foreign scripts was exploited by the
Love Bug's author to cause each infected PC to e-mail a
copy of the virus to every addressin the host's Outlook
address book and to destroy files.

Microsoft has always sold such features with the
claim that customers want a"rich computing experience,”
said Jeff Schiller, network manager for MIT and a noted
security expert. "People don't want such arich computing
experience that it includes getting their machines trashed."

To be sure, determined hackers can penetrate almost
any security barrier to any kind of software.

Industry leaders America Online, Y ahoo, Qualcomm
and Red Hat Software have had to address serious
vulnerabilities in recent months. Even Network Associates
Gauntlet "firewall"--designed specifically to guard against
network intruders and named "security product of the year'
by aleading trade magazine--was recently discovered to
harbor an embarrassing security flaw (since fixed).

However, Microsoft is the top threat to security.
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That's not because the company's programmers are
arrogant and complacent, though some are. It's not because
the company favors new features over security, though it
does. And it's not because other companies' products are
more secure, though they often are.

It's because monopoly is the sworn enemy of
software security. Network saboteurs would face
monumentally harder challenges if a single company's
tightly linked products didn't run the vast mgjority of the
world's computers.

The survival of Apple's Macintosh and the
ascendancy of Linux and other software operating systems
that run Internet appliances may be the best hedge against
digital inbreeding and an endless string of disruptive
attacks on our computing lives.

* % %

Times staff writer Charles Piller can be reached at
charles.piller @I atimes.com.
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